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1.

DATA GOVERNANCE & PRIVACY POLICY

INTRODUCTION
The AFIA Data Governance and Privacy Policy took effect on 21 September 2020 and was last updated
on 21 September 2020.
AFIA wants to lift the industry voice by using more robust data to tell more meaningful stories about
the role of the finance industry in our economy and society and will give AFIA a key point of
differentiation.
Your privacy and confidentiality are important to us. We have developed this policy to cover how we
collect, use, share, process and store data that you provide to us. We also provide details on the
controls we have in place/will put in place to achieve this at Appendix 1.

2.

INTRODUCTION SCOPE OF AGREEMENT
This policy only applies between you and us and only applies to the data provided by members in
relation to the uses described below. All other data you provide to us or we collect about you is
managed by AFIA’s Privacy Policy. This policy can be found here.

3.

DEFINITIONS
In this document the following terms are specifically defined:

4.

•

We/Us means the Australian Finance Industry Association (AFIA).

•

You means you as a member of AFIA.

•

Data means all data that you provide us under this agreement.

DATA WE COLLECT
Under this Policy AFIA will ask you to:
• provide data relating to the operations of your business
• provide this data either at a point in time or an ongoing basis.
We are currently working on a data collection template that we will share with you.
If you decide not to provide data to us, this may limit our ability to advocate on your behalf with key
stakeholders, generate data led insights that are accurate and shape key narratives about the role and
value of the finance industry in our economy.
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5.

HOW WE USE DATA
AFIA sees data as a valuable strategic interest in delivering value and services to members. Lifting the
industry voice through more robust data will give us the opportunity to tell more meaningful stories
about the role of the finance industry in our economy and society and will give AFIA a key point of
differentiation.
Industry data is a way to build member value and brand awareness, which in turn creates
opportunities for AFIA to be more involved in public policy debates. We have already seen success
with AFIA being invited to make submissions, provided additional information to Government/nonpublic forums, attend leadership discussions, based on our recent input towards managing the
COVID-19 crisis.
This is a key strategic objective of the Board. The COVID-19 environment is increasing public
expectations regarding data driven debates
When we use data collected under this agreement it will be used in the following ways:
1.

Continue to meet member needs and demands.

2.

Deliver insights and build credibility with Government, Treasury, ASIC, AFCA, ASBFEO and
other stakeholders as there is currently an absence of information about lenders,
predominately AFIA members.

3.

Support our campaigns – initial and market data stages will provide evidence to support our
narrative regarding smaller lenders and business activity. It is important for us to establish
evidence-based policy and demonstrate the role of smaller lenders in the economy, for
example, data in aggregate, by industry sector, by product and service, loans and finance
provided, number of employees, latest trends, hot spots of stress or opportunity.

4.

Create additional member insights and/or partnership – building on existing market
comparisons and potentially developing a joint venture.

5.

Who we share data with:
-

We will only share data when it furthers AFIA’s objectives (as discussed in section 3)

-

We will only share aggregated data, where the data set or statistics presented cannot be
reasonably used to identify you.

-

From time to time we may wish to share data that is not aggregated that may (or will)
identify you. We will only do this when you give us express written consent.

-

Stakeholders we share data with could include (but limited to):
•

the Government and other members of Parliament and their staff
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•

State Government and members of state parliaments and their staff

•

Government Departments and Regulators (e.g. ASIC, APRA, Treasury, AFCA), both
Federal and State

•

the general population through media, social media, our website and publication
of AFIA submissions by the Government

-

6.

Data could be made available on an aggregated level between members.

AFIA COMPETITION LAW PROTOCOL
AFIA has a Competition Law Protocol that requires AFIA, its Board, and each of its members, to
observe and strictly comply with all applicable provisions of the Competition and Consumer Act 210
(CCA).
This Protocol is relevant to this agreement. AFIA will not support, or knowingly be party to, any
agreement, understanding or practice that may contravene the CCA.
AFIA will be vigilant in its efforts to ensure compliance and will make sure that its members, officers
and employees are aware of the relevance of the CCA to their functions, activities and obligations in
pursuing AFIA’s objectives and requirements (including relating to data).
Members can request a copy of AFIA’s Competition Law Protocol by contacting AFIA.

7.

REQUESTS FROM REGULATORS, LAW ENFORCEMENT AND OTHER LEGAL REQUESTS FOR DATA
ABOUT YOU
• We require government and private entities to follow applicable laws and statutes when
requesting data regarding you from us.
• We will review requests to ensure that the requests have a valid legal basis. If they do, we will
comply by providing data in response to the request. If a request does not have a valid legal
basis, or if we consider it to be unclear, inappropriate or overly broad, we may challenge or reject
the request.
• We will consult you if we are permitted to do so by law.

8.

HOW WE STORE AND PROCESS DATA
• Our data is stored on securely [redacted in public version].
• Our data is stored on servers located in Australia. [redacted in public version]
• If we decide to use another provider for this project, we will require them to have a similar
agreement with us.
• Back ups: [redacted in public version].
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• We will retain data so long as there is a reason to do so, as described in section 4 – How we use
data.
• Once there is no reason (as described in section 4), data will be deleted. Data identified for
deletion will be deleted by 30 days after it is marked for deletion.

9.

THIRD PARTIES
• [redacted in public version].
• If we partner with any third party, we will require them to follow the terms of this agreement.
• From time to time, we may see benefit in sharing your non-aggregated data with a third party.
• We will only do this where we have your express written consent to do so.

10.

DATA BREACHES
If any data or information involving you (either identifiable or deidentified) that we hold has been
subject to a data breach, we will:
•

take any and all action to stop the breach, prevent further disclosure of breached data, and
remediate the breach

•

inform you as soon as we become reasonably aware of the breach or reasonably aware of a
potential breach

•

work with your key representatives or your authorized third parties in resolving the breach.

We proactively monitor for breaches. This includes actively monitoring our systems including through
the use of third-party systems to detect and identify breaches.

11.

COMPLAINTS AND CONCERNS
If you have any concerns or complaints, please contact us as soon as possible. We will work with
you to find a solution.
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APPENDIX 1: AFIA DATA SECURITY CONTROLS
In implementing our Data Governance and Privacy Policy, we take many steps to ensure data is secure.
The below list details many (but is not limited to) of the controls we have in place to prevent unauthorized
disclosure of data.

[redacted in public version]
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