
 

 

 
Structural Reform Division           12 September 2019 

The Treasury   

Langton Crescent  

PARKES ACT 2600           By email: DPIConsultation@treasury.gov.au 

 

 
Dear Sir/ Madam 

 
DIGITAL PLATFORMS INQUIRY – FINAL REPORT  

The Australian Finance Industry Association [AFIA] welcomes the opportunity to comment on the ACCC’s 

Digital Platform Inquiry Final Report [the Report].  

 

AFIA BACKGROUND 

By way of background, AFIA is the voice of a diverse Australian finance industry. AFIA supports our 

Members to ensure a fair, equitable and competitive market for customers through representation, insights 

and connectivity. Further detail on AFIA is set-out below and available from: www.afia.asn.au.  

 

AFIA is uniquely placed to respond given our broad and diverse Membership of over 100 financiers 

operating in the consumer and commercial markets (including small-medium business and agri-finance). 

AFIA Members: 

 

• include banks (major, regional and mutual/community-owned) and non-banks; 

• range from ASX-listed public companies through to small businesses providing finance; 

• operate via a range of distribution channels including bricks and mortar premises, intermediaries 

(finance brokers, dealerships, suppliers) through to online / digital access  

• collectively operate across all states and territories in Australia in capital cities through to regional 

and remote areas: the majority operating across at least one border; 

• have customers from all demographics, all age groups (legally able to borrow) in support of 

Australia’s diverse and multi-cultural community with: 

o consumers ranging from high to low-income earners (including some whose main income 

source may be government welfare); many with substantial assets, others with few; single 

borrowers through to blended families; covering the whole range of employment 

scenarios, full-time, part-time, seasonal or casual employment. 

mailto:DPIConsultation@treasury.gov.au
http://www.afia.asn.au/


Digital Platforms Inquiry 

AFIA September 2019 

page 2 

o commercial entities ranging from sole traders and partnerships through to the more 

complex corporates (e.g. trusts, corporate group) and government-entities some with no 

employees through to others with hundreds (if not thousands) of employees. 

• provide a broad range of products:  

o consumer: from personal unsecured loans, revolving products (including credit cards and 

interest free products coupled with lines of credit), loans secured by land or personal 

property; consumer leases of assets (including household/electrical/IT or cars) and buy-

now, pay later solutions;   

o commercial: asset or equipment finance (finance/operating lease, secured loan or hire-

purchase agreement or novated leases); working capital solutions (online unsecured loans; 

debtor and invoice finance; insurance premium funding; trade finance; overdrafts; 

commercial credit cards) together with more sophisticated and complex finance solutions.  

 

AFIA’S INSIGHTS -PROCESS 

To examine this issue AFIA has engaged with our Members. Our submission focuses on sections in the 

Consultation Paper where Members had some commentary or were seeking greater clarification. 

 

A large number of members have contributed to our feedback.  We note, however, that while Members 

have contributed to inform this response, from an organisational view, the positions being put by AFIA may 

not reflect every Member’s specific position on all the issues. Their individual member viewpoint will get 

captured through the relevant member’s organisationally-targetted submission. 

 

AFIA KEY POSITIONS SUMMARY  

AFIA members, and other financial institutions, hold significant amounts of data about their customers, 

including individual consumers or businesses like sole traders, partners or directors, which is governed by 

the [Cwlth] Privacy Act. AFIA has an extensive history of providing insights based on operational 

feedback from our members to inform privacy developments in Australia including the consumer data 

right [CDR] and credit reporting reforms. 

 

AFIA notes that the original Terms of Reference that set the scope for the Inquiry that culminated in the 

ACCC Final Report required the ACCC to focus on digital platforms and their impact on competition in 

the media and advertising market. However, the Final Report includes a number of recommendations 

(including to amend the Privacy Act) where what the ACCC has proposed appears to have an intended 

application far beyond digital platforms. In particular:  

• Recommendation 16(c) (amend Privacy Act - use or disclosure of personal information)  

• Recommendation 16(d) (amend Privacy Act- enable the erasure of personal information); and 
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• Recommendation 20 (imposition of pecuniary sanctions for UCT breaches) - in Chapter 7 - 

Digital Platforms and Consumers.  

These recommendations, if implemented would see AFIA members impacted. Our feedback is 

specifically directed at these recommendations.  

 

The Value of Data to Create Value for Customers 

AFIA members recognise that customers’ personal information is a valuable asset both for those 

customers and also the organisation(s) that handle it. As a critical and significant business asset, AFIA 

members afford customers’ personal information the highest protection. AFIA is keen to work with 

Treasury and the ACCC (as well as other relevant regulators or policy-reformers – including the 

Australian Information Commissioner) to ensure data is used appropriately by our members and the 

broader market, noting that data has a multitude of users. AFIA’s position is that when data is used 

appropriately and in line with consumer consent or expectations, it has the potential to build and 

enhance customer relationships, and to facilitate the development of better products and services 

tailored to meet particular customer needs.  

 

In this context, AFIA raises the following general concerns regarding the proposed changes outlined in 

the Preliminary Report: 

 

Scope of Final Report  

As noted above, the Terms of Reference for this Inquiry were specifically focused on the impact of digital 

platforms.  

 

In contrast, however, we note that Recommendation 16(c) proposes to amend the Privacy Act with a 

potential application to all APP-regulated entities (including AFIA members).  

 

We note that the ACCC has not specifically examined the potential impacts on market segments, 

including finance, that may be impacted by the recommendation beyond the digital platforms.  

 

In line with Government policies of best-practice making regulation and red-tape reduction, it is 

important that any reform to regulation proposed is evidence-based and a proportionate response to 

identified consumer risk of harm or market failure.  

 

In the absence of specific consideration of the impacts for our Members and others in the finance sector 

it is unclear to AFIA what the justification for the ‘blanket’ application of the amendments is.  
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As noted in AFIA’s earlier response to the Inquiry, in contrast to digital platform operators, AFIA 

members and other financiers are already subject to extensive regulation of their handling of customers 

personal information including under the [Cwlth] Privacy Act.  

 

No evidence has been adduced by the ACCC to justify additional regulation and potentially conflicting 

regulation to be imposed on the finance sector. The evidence appears to support regulation of the 

digital platform providers to address identified consumer risk of harm. 

 

AFIA Recommendation: 

• AFIA recommends the Government should ensure a proportionate regulatory-response to the 

evidence-based risk of consumer harm arising from the actions of the digital platform providers. In 

the absence of a cost/benefit analysis, a broader application appears unjustified and potentially 

impacts access to finance or increases compliance costs for financiers with the attendant flow ons 

to consumers.  

 

• AFIA recommends further industry consultation with relevant market segments (including the 

banking and financial sector) that would be impacted by any of the recommendations with a scope 

beyond digital platforms to ensure appropriateness and applicability.  

 

Increasing Policy Fragmentation – consequences for both consumers and business 

Currently, numerous reforms regarding privacy in the banking and financial sector are taking place: 

including Open Banking/Consumer Data Right (CDR) privacy protections, privacy measures in the credit 

reporting system including as part of mandating comprehensive credit reporting (CCR) and the current 

Privacy (Credit Reporting) Code 2014 amendments. These reforms are being progressed by a number of 

different Government Departments and agencies including the Treasury, Attorney-General’s Department, 

and the Office of the Australian Information Commissioner (OAIC) in addition to the ACCC.  

 

These reforms are designed to implement recommendations by the Productivity Commission in its 

Report culminating its Inquiry into Data Availability and Use1. We note a key element underpinning the 

Commission’s recommendations was implementation in a cohesive and holistic way. In direct apposition 

to this, the current approach represents a fragmented implementation with no one agency having 

responsibility to ensure outcomes that work together efficiently and effectively.  

 

 
1 Productivity Commission Data Availability and Use Final Report, Chapter 5 pp 197 
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Consumers are likely to be confused by this approach with the same types of personal data being subject 

to differing protections depending on who receives it and how. Such an outcome would clearly go 

against what was envisaged in the Productivity Commission’s Report and, as a minimum devalue, if not 

defeat the Government’s underlying policy objectives of enhancing competition for consumer benefit.  

 

There is a real risk that such a fragmented approach may potentially misalign objectives, lack 

coordination and consistency and be unduly onerous to apply.  

 

AFIA recommendation:  

• AFIA recommends that a more holistic view be adopted by the Government to facilitate the 

design of an implementation framework that is cohesive, holistic and future-proofed (e.g. any 

new obligations under the APPs be aligned with the CDR where appropriate) to achieve the 

underlying consumer protection and enhanced competition objectives. This should include 

engagement and consultation with agencies involved, particularly with the AIC/Privacy 

Commissioner as the privacy regulator.  

 

More detailed comments in respect of the specific recommendations are attached [Appendix A].  

 

Next steps 

 
Given the potential significant impacts for our Members, AFIA requests the opportunity to meet with you 

to discuss our feedback further. Please contact me at helen@afia.asn.au or Chalisa Parekowhai, Associate 

Director, Policy at chalisa@afia.asn.au or both via 02 9231 5877 to facilitate this.  

 
Kind regards 

 

 
 
Helen Gordon 
Chief Executive Officer 

 

 

mailto:helen@afia.asn.au
mailto:chalisa@afia.asn.au
Jun
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APPENDIX A:  
 

 

AFIA – DETAILED FEEDBACK ON KEY RECOMMENDATIONS 
 

1. Recommendation 16(a) Update ‘personal information’ definition 

The ACCC recommends extending the definition of ‘personal information’ in the Privacy Act to include 

technical data such as IP addresses. Members are concerned with the inclusion of IP addresses in the 

definition, as an IP address by itself cannot be used to identify a person. For example, it would be near 

impossible to identify a person living in shared accommodation, solely off an IP address. Furthermore, 

the majority of IP addresses are dynamic, meaning that they change frequently, making it impossible to 

confidently identify a person solely off that data set, as it may no longer be relevant.  

  

Many entities record IP addresses automatically, especially where suspicious behavior has occurred, in 

accordance with their fraud and cybersecurity policies. The recorded IP addresses can then be used to 

automatically block access to the website from that IP address, or to provide a notification.  

 

Members are concerned that by including IP addresses in the definition, it will cause difficulty with 

entities that use automatic logging of IP addresses in order to block them, in relation to suspicious 

behaviour.  

 

Additionally, many internet attacks are conducted by bots (e.g. DDOS2 attacks). These bots have an IP 

address but there is no individual linked to it.    

 

Members note that there may be confusion with including technical data in the ‘personal information’ 

definition, as it is possible for a number of people to share a device or IP address.  

 

AFIA Recommendation: 

• AFIA recommends that device identifiers (such as IP addresses) should not be seen as ‘personal 

information’ in circumstances where device identifier data is collected, and a person could not 

be reasonably identified from the data set collected.   

 

2. Recommendation 16(b) Strengthen Notification Requirements  

The ACCC recommends making it a requirement in APP 5 that all collection of personal information is to 

be accompanied by a notice, whether that information is collected directly from the consumer or 

indirectly as a third party.  

 

 
2 https://us.norton.com/internetsecurity-emerging-threats-what-is-a-ddos-attack-30sectech-by-norton.html  

https://us.norton.com/internetsecurity-emerging-threats-what-is-a-ddos-attack-30sectech-by-norton.html
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Members are concerned with the granularity proposed for 3rd party disclosure in this recommendation. 

AFIA notes that problems may arise between brevity and compliance at such a granular level. In short, 

longer disclosures may not improve consumer outcomes, as they can lead to customers disengaging 

from the notification. This is particularly relevant due to the number of services consumers seek to obtain 

which could be accompanied by such disclosures; often to meet statutory obligations.  

  

AFIA Recommendation: 

Members would like clarification on: 

• whether consumers will need to click the link to the notice before giving consent  

• whether different consent boxes would be needed for the separate disclosures, or if it would be 

enough to have one consent box covering the whole policy  

• details and guidance on what constitutes a “concise” notification, given that privacy policies 

are generally at least 3 pages long   

• details and guidance on what constitutes a notification being “intelligible…written in clear and 

plain language (particularly if addressed to a child)”. 

 

3. Recommendation 16(c) Strengthen consent requirements  

AFIA notes the importance of ensuring appropriate consent for the collection of data. However, we are 

concerned that this recommendation will result in information overload for customers, leading to 

disengagement (e.g. consumers just ticking ‘agree’ to quickly access the relevant service).  

 

While an important goal should be to minimise information asymmetry between the consumer and 

entity, an exhaustive list may make it impractical and not lead to improvements in outcomes for 

consumers.  

 

Extensive consideration should be given to the scope of the recommendation, as many business 

processes that handle personal information do not have the flexibility to be granular in their opt-in/opt-

out consent (i.e. inherent system limitations). The scope of the recommendation will currently apply to all 

APP entities, which may inhibit growth in certain sectors that will have to invest heavily in new systems in 

order to meet the necessary IT requirements.   

 

With the CDR being progressed, AFIA notes that these recommendations should be aligned as these 

were developed for an online environment and will ensure that there is a consistent experience for 

consumers under both regimes.  
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AFIA Recommendation: 

• AFIA recommends that the Government follow the GDPR’s regulatory approach, which is moving 

towards accountability on the entity to handle data appropriately, rather than relying on informed 

consent. By adopting this approach, it may bring greater protections and benefits for consumers.  

 

• Further, our Members have indicated that clarification would be needed on the following aspects 

of this recommendation: 

o whether consent given can apply to historical data 

o whether consent given can be continual  

o how will this recommendation work within the finance industry, where it may be difficult 

to obtain ongoing consent for key activities that are vital to the performance of a 

contract with a consumer 

o how would the monitoring of transaction data work under this recommendation (e.g. 

continual monitoring of transaction data for a line of credit product) 

o how would this recommendation work with material outsourcing, and whether new 

consent would need to be obtained each time data is passed to an outsourcing provider 

o what will the standard of the burden of proof for obtaining consent be, given that it may 

not be reasonably practical for organisations to collect data daily for the multiple time 

and version stamps needed when passing data to a third party 

o how should an entity gauge an individual’s ‘capacity to understand and communicate 

their consent’ 3 when online, given the lack of face-to-face interaction 

 

4. Recommendation 16(d) Enable the erasure of personal information   

Many organisations, especially those in financial services, have legal obligations to hold personal 

information for specific periods of time, such as under AML/CTF requirements, responsible lending and 

other laws. Organisations also need to hold data for audit and legal proceedings. Any recommendation 

for the erasure of data needs to have a caveat to allow organisations to keep certain personal 

information for lawful purposes such as these. 

 

AFIA also notes that there are existing obligations (APPs 11, 12 and 13) that collectively mean that: 

• organisations are obliged to delete data where it is no longer being held for the purposes it was 

collected; and  

• consumers have the right to access and correct information held. 

 

 
3 Digital Platforms Inquiry: Final Report,’ ACCC, 26 July 2019 (‘ACCC Final Report’), pp 464. 
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The proposed obligation to delete all user data (which exceeds existing obligations) would also be very 

complex to apply in practice.  

 

Modern systems, that are cross-linked across various databases and create numerous backups, make it 

nearly impossible to completely remove user data.  

 

AFIA members raise concerns on what an acceptable extent of deletion is, and its possible disruptive 

effect in maintaining database integrity where individuals have been de-identified.  

 

For customer complaints and disputes, records are kept for investigation and satisfactory resolution. Any 

reform in this area should consider that, while deletion of user data may initially serve the customer’s 

interest or instruction, continuity of services may be more difficult without previous user records.  

 

In the same vein, customers may not fully reap benefits that long-term clients receive if there are no 

historic records available to give context. For example, where a customer has previously requested 

erasure of all their personal information, but now wishes to lodge a complaint, it will be very difficult to 

resolve the customer’s complaint and may actually prevent them receiving the outcome that they seek.   

 

AFIA Recommendation: 

• AFIA recommends am amendment to the wording to state that should a customer request 

deletion, ‘reasonable steps’ may be taken to remove the data, but what is ‘reasonable’ will depend 

on the particular circumstances. Entities should be able to outline to a customer the reasons why 

the data needs to be kept in situations outlined above (including examples of responsible lending, 

AML/CTF requirement, other laws) and retain the data.  

 

• Further, our Members have indicated that clarification would be needed on the following aspects of 

this recommendation: 

o Will deidentified data sets stored with a unique identifier in two different places be allowed, 

even if there is a possibility that data set could be reidentified again? 

o How far will ‘required under law’4 extend, and will it also extend to external dispute resolution 

schemes (e.g. AFCA), industry codes, regulations etc? 

  

 
4 Digital Platforms Inquiry: Final Report,’ ACCC, 26 July 2019 (‘ACCC Final Report’), pp 470. 
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5. Recommendation 16(e) Introduce direct rights of action for individuals 

In AFIA’s view, current laws in Australia (eg [Cwlth] Privacy Act) and avenues for complaints (eg for our 

Members – EDR via AFCA) are sufficient to address possible courses of actions by customers.  

 

AFIA Members’ have been committed to working with ASIC and AFCA to ensure that there is a robust 

EDR process in place that minimises the risk of customer harm while enabling access by customers (both 

consumers and small business) that have the desire and ability to service finance to support their own 

and Australia’s economic future. 

 

We understand many circumstances examined in the ACCC’s report relate to industry segments where 

there are inadequate forums for a customer raise a complaint arising from a digital platform and seek 

redress.  

 

AFIA Recommendation: 

• AFIA recommends an amendment to state that personal information of a consumer should be 

erased without undue delay “unless the retention of information is necessary for the performance 

of a contract to which the consumer is a party, is required under law, industry codes and 

regulations, external dispute resolution schemes, or is otherwise necessary for an overriding 

public interest reason”. 

 

6. Recommendation 16(f) Increase the penalties for breach 

AFIA notes that the ACCC proposal would be a significant increase in penalties for breach.  

 

A higher penalty does not always equate to stricter compliance and may in fact discourage public 

notification to avoid hefty penalties.  

 

AFIA views that penalties should be reasonable and align with the type of data breach (including 

culpability).  

 

AFIA Recommendation: 

• Members have noted that clarification would be required on the categories of breaches, especially 

on what constitutes a ‘serious’ or ‘repeated interferences of privacy’.  
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7. Recommendation 17 – Broader reform of Australian privacy law 

The ACCC recommends that “the Privacy Act should place greater emphasis on privacy protections for 

consumers including protection against misuse of data”5.  

 

AFIA Recommendation: 

• Member’s seek clarification on definition of the word ‘misuse’, and what would constitute a ‘misuse 

of data’.  

 

• Members have highlighted that no evidence appears to have been adduced by the ACCC relating 

to the financial services industry to justify the regulatory response proposed. Before a blanket 

application, AFIA recommends that before the Government adopts the proposed amendment, that 

the potential impacts be closely examined to evaluate the cost/benefit to consumers before making 

any broader reform of the Australian privacy regime. 

 

8. Recommendation 19 – Statutory tort for serious invasions of privacy  

In AFIA’s view, there is already an avenue to encourage entities to come forward and rectify breaches 

under the OAIC’s Notifiable Breaches scheme 6, as well as further avenues for consumers of financial 

services under the ASIC and AFCA schemes.  

 

AFIA Recommendation: 

• AFIA recommends that the financial services industry should be specifically excluded from this 

recommendation.  

 

• AFIA recommends close examination as to assess the impact of the implementation of this 

recommendation on the effectiveness of the notifiable data breach scheme and potential for 

increased litigation costs to the ACCC. 

 

9. Recommendation 20 – Prohibition against unfair contract terms 

The current wording of a term being declared void and carved out from the agreement of the parties (or 

seeing the whole agreement effectively voided) is proportionate to achieving Parliament’s policy 

objective of a ‘fair’ bargain between the parties.  

 
5 Digital Platforms Inquiry: Final Report,’ ACCC, 26 July 2019 (‘ACCC Final Report’), pp 470. 
6 https://www.oaic.gov.au/privacy-law/privacy-act/notifiable-data-breaches-scheme 
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We also note the impact in shaping compliance that other non-court third parties have.  In particular, we 

note facilities available to financial services consumers to pursue complaints alleging breach of the UCT 

provisions through free to the customer, accessible external dispute avenues, such as AFCA.   

 

AFIA Recommendation: 

• AFIA recommends that the UCT provisions remains as ‘voidable’ rather than ‘prohibited’,  as in 

our view the potentially significant financial sanctions would be disproportionate to the risk of 

harm and potentially put at risk the ability of our members and others to commercially contract 

with customers, impacting consumer access to finance or increasing the price. This would be at 

odds with key policy positions of the Government. 

 

10 Recommendation 21 – Prohibition on certain unfair trading practices 

AFIA notes that ‘unconscionability’ is already provided for in the ASIC Act7, and this sufficiently caters to 

financial services, in providing appropriate safeguards and guidance  to prevent unconscionable conduct.  

 

AFIA Recommendation: 

• AFIA recommends Treasury take this into account when considering this issue so that the 

recommendation is “sufficiently defined and targeted” to industries that do not already have 

regulatory requirements regarding “appropriate safeguards and guidance” 8.  

 
***   ***   *** 

 
7 Australian Securities and Investments Commission Act 2001  
8 Digital Platforms Inquiry: Final Report,’ ACCC, 26 July 2019 (‘ACCC Final Report’), pp 498. 


